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Abstract
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semantic framework, languages, tools, and applications.
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Introduction

Rewriting logic was introduced in 1990 by Meseguer; since then, researchers around the world have
contributed to the further development of its foundations, to the design and implementation of languages
and of tools based on rewriting logic, to several extensions of the basic framework to include additional
features such as time or probabilistic information, and, in general, to the application of this framework,
its languages, and its associated tools to model, specify, program, verify, and analyze all kinds of systems,
ranging from software systems and programming languages to bioinformatics and chemical systems.

All this work has given rise to an important number of papers, published mainly in journals and conference
proceedings, but also as Master’s and Ph.D. theses, and technical reports. On the occasion of preparing
the roadmap that introduced the 2002 Theoretical Computer Science special issue on rewriting logic and its
applications, we compiled a bibliography on the subject consisting of more than 300 entries. The current
bibliography has two goals with the intention of making it more useful for the interested community of
researchers: first, to update that previous bibliography by taking into account all the work developed in the
ten years passed since then, and, second, to classify all the compiled papers. This classification has been
organized according to five big areas: foundations, logical and semantic framework, languages, tools, and
applications. Each of those areas is further divided into several subareas, as summarized in the table of
contents above.

These are the criteria we have followed in classifying the bibliography:

• The subareas are not disjoint at all and, in some cases, one subarea could be included in another; for
example, networks are distributed systems, and the K framework is devoted to developing and im-
plementing semantics of programming languages. However, this division comes from previous surveys
on this subject and is similar to the one used in the companion 20-year survey by Meseguer in this
volume.

• Each paper appears only in one subarea.

• Since a paper can cover many subjects, it has been classified in the appropriate subarea according to
the main contributions and the novelty of such.
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The proposed classification has been validated by the rewriting logic community, since several drafts of this
paper have been distributed along its preparation.

There are several factors who have greatly helped us in producing this bibliography: the DBLP Computer
Science bibliography, the accuracy of Google’s search, and all the information provided by the authors of
the papers themselves. We are very grateful to all of them for their willingness to include their work here.

The source bib file with all the entries in this bibliography is available at http://maude.sip.ucm.es/

jlap-bibliography2012.bib.

1. Foundations

This section includes papers of a more theoretical nature on the foundations of rewriting logic, covering
its proof theory and semantics; specification properties such as coherence, computability, and termination;
extensions with additional features like time, probabilities, and strategies; and relations with associated
logics such as the ρ-calculus, tile logic, and temporal logics.

1.1. Rewriting logic

The following papers address the theoretical foundations of rewriting logic and closely associated log-
ics such as membership equational logic and order-sorted algebra, including denotational and categorical
semantics, operational semantics, proof theory, extensions, and relationships with other logics.

[1] M. Alpuente, M. Baggi, M. Falaschi, D. Ballis, Completeness of unfolding for rewriting logic theories, in: [1067], pp.
116–123.

[2] M. Alpuente, D. Ballis, M. Baggi, M. Falaschi, A fold/unfold transformation framework for rewrite theories extended to
CCT, in: [1057], pp. 43–52.

[3] E. Astesiano, M. Broy, G. Reggio, Algebraic specification of concurrent systems, in: E. Astesiano, H.J. Kreowski, B. Krieg-
Brückner (Eds.), Algebraic Foundations of Systems Specification, IFIP State-of-the-Art Reports, Springer, 1999, pp.
467–520.

[4] E. Astesiano, G. Reggio, Algebraic specification of concurrency, in: M. Bidoit, C. Choppy (Eds.), Recent Trends in Data
Type Specification, 8th Workshop on Specification of Abstract Data Types Joint with the 3rd COMPASS Workshop,
Dourdan, France, August 26-30, 1991, Selected Papers, volume 655 of Lecture Notes in Computer Science, Springer, 1993,
pp. 1–39.

[5] E. Astesiano, G. Reggio, On the relationship between labelled transition logic and rewriting logic, Technical Report
DISI-TR-97-23, Dipartimento di Informatica e Scienze dell’Informazione, Università di Genoa, Italy, 1997.

[6] E. Astesiano, G. Reggio, Labelled transition logic: an outline, Acta Informatica 37 (2001) 831–879.
[7] A. Bouhoula, J.P. Jouannaud, J. Meseguer, Specification and proof in membership equational logic, in: M. Bidoit,

M. Dauchet (Eds.), TAPSOFT’97: Theory and Practice of Software Development, 7th International Joint Conference
CAAP/FASE, Lille, France, April 14-18, 1997, Proceedings, volume 1214 of Lecture Notes in Computer Science, Springer,
1997, pp. 67–92.

[8] A. Bouhoula, J.P. Jouannaud, J. Meseguer, Specification and proof in membership equational logic, Theoretical Computer
Science 236 (2000) 35–132.

[9] R. Bruni, J. Meseguer, Generalized rewrite theories, in: J.C.M. Baeten, J.K. Lenstra, J. Parrow, G.J. Woeginger (Eds.),
Automata, Languages and Programming, 30th International Colloquium, ICALP 2003, Eindhoven, The Netherlands, June
30 - July 4, 2003. Proceedings, volume 2719 of Lecture Notes in Computer Science, Springer, 2003, pp. 252–266.

[10] R. Bruni, J. Meseguer, Semantic foundations for generalized rewrite theories, Theoretical Computer Science 360 (2006)
386–414.

[11] M.V. Cengarle, The Rewriting Logic Institution, Technical Report 9801, Institut für Informatik, Ludwig-Maximilians-
Universität München, 1998.

[12] A. Corradini, F. Gadducci, CPO models for infinite term rewriting, in: V.S. Alagar, M. Nivat (Eds.), Algebraic Methodol-
ogy and Software Technology, 4th International Conference, AMAST ’95, Montreal, Canada, July 3-7, 1995, Proceedings,
volume 936 of Lecture Notes in Computer Science, Springer, 1995, pp. 368–384.

[13] A. Corradini, F. Gadducci, U. Montanari, Relating two categorial models of term rewriting, in: [1066], pp. 225–240.
[14] R. Diaconescu, Foundations of behavioural specification in rewriting logic, in: [1086], pp. 226–245.
[15] F. Durán, J. Meseguer, Structured theories and institutions, in: M. Hofmann, G. Rosolini, D. Pavlovic (Eds.), Proceedings

of the Conference on Category Theory and Computer Science, CTCS’99, Edinburgh, UK, December 10-12, 1999, volume 29
of Electronic Notes in Theoretical Computer Science, Elsevier, 1999, pp. 23–41.

[16] F. Durán, J. Meseguer, Structured theories and institutions, Theoretical Computer Science 309 (2003) 357–380.
[17] S. Eker, Fast matching in combination of regular equational theories, in: [1086], pp. 90–109.
[18] S. Eker, Single elementary associative-commutative matching, Journal of Automated Reasoning 28 (2002) 35–51.
[19] S. Eker, Fast sort computations for order-sorted matching and unification, in: [1015], pp. 299–314.
[20] F. Gadducci, On the Algebraic Approach to Concurrent Term Rewriting, Ph.D. thesis, Dipartimento di Informatica,

Università di Pisa, 1996. Technical Report TD-2/96.
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[21] F. Gadducci, U. Montanari, Enriched categories as models of computation, in: A.D. Santis (Ed.), Proceedings of the 5th
Italian Conference on Theoretical Computer Science, Ravello, Italy, November 1995, World Scientific, 1996, pp. 20–42.

[22] T. Genet, Decidable approximations of sets of descendants and sets of normal forms, in: T. Nipkow (Ed.), Rewriting Tech-
niques and Applications, 9th International Conference, RTA-98, Tsukuba, Japan, March 30-April 1, 1998, Proceedings,
volume 1379 of Lecture Notes in Computer Science, Springer, 1998, pp. 151–165.

[23] I. Gnaedig, H. Kirchner, Computing constructor forms with non terminating rewrite programs, in: A. Bossi, M.J. Ma-
her (Eds.), Proceedings of the 8th International ACM SIGPLAN Conference on Principles and Practice of Declarative
Programming, PPDP 2006, Venice, Italy, July 10-12, 2006, ACM, 2006, pp. 121–132.

[24] J.A. Goguen, K. Lin, G. Roşu, Behavioral and coinductive rewriting, in: [1052], pp. 2–23.
[25] J.C. González Moreno, M.T. Hortalá-González, F.J. López-Fraguas, M. Rodŕıguez-Artalejo, An approach to declarative

programming based on a rewriting logic, Journal of Logic Programming 40 (1999) 47–87.
[26] R. Gutiérrez, J. Meseguer, C. Rocha, Order-sorted equality enrichments modulo axioms, in: [1042]. To appear.
[27] J. Hendrix, Decision Procedures for Equationally Based Reasoning, Ph.D. thesis, Department of Computer Science,

University of Illinois at Urbana-Champaign, 2008.
[28] J. Hendrix, J. Meseguer, On the completeness of context-sensitive order-sorted specifications, in: [1023], pp. 229–245.
[29] J. Hendrix, H. Ohsaki, Combining equational tree automata over AC and ACI theories, in: [1108], pp. 142–156.
[30] J. Hendrix, H. Ohsaki, M. Viswanathan, Propositional tree automata, in: [1097], pp. 50–65.
[31] H. Hilberdink, New foundations for rewriting logic, in: [1052], pp. 43–69.
[32] J.P. Jouannaud, Membership equational logic, calculus of inductive constructions, and rewrite logic, in: [1071], pp. 388–

393.
[33] H. Kirchner, Some extensions of rewriting, in: H. Comon, J.P. Jouannaud (Eds.), Term Rewriting, French Spring School

of Theoretical Computer Science, Font Romeux, France, May 17-21, 1993, Advanced Course, volume 909 of Lecture Notes
in Computer Science, Springer, 1995, pp. 54–73.

[34] H. Kirchner, Term rewriting, in: E. Astesiano, H.J. Kreowski, B. Krieg-Brückner (Eds.), Algebraic Foundations of Systems
Specification, IFIP State-of-the-Art Reports, Springer, 1999, pp. 273–320.

[35] C. Laneve, U. Montanari, Axiomatizing permutation equivalence in the λ-calculus, in: [1072], pp. 350–363.
[36] C. Laneve, U. Montanari, Axiomatizing permutation equivalence, Mathematical Structures in Computer Science 6 (1996)

219–249.
[37] F.J. López-Fraguas, M. Rodŕıguez-Artalejo, R. del Vado-Vı́rseda, Constraint functional logic programming revisited, in:

[1085], pp. 5–50.
[38] F.J. López-Fraguas, M. Rodŕıguez-Artalejo, R. del Vado-Vı́rseda, A new generic scheme for functional logic programming

with constraints, Higher-Order and Symbolic Computation 20 (2007) 73–122.
[39] D. Lucanu, Relaxed models for rewriting logic, Theoretical Computer Science 290 (2003) 265–289.
[40] S. Lucas, Context-sensitive computations in functional and functional logic programs, Journal of Functional and Logic

Programming 1998 (1998).
[41] N. Mart́ı-Oliet, J. Meseguer, Rewriting logic: roadmap and bibliography, Theoretical Computer Science 285 (2002) 121–

154.
[42] J. Meseguer, A logical theory of concurrent objects, in: N. Meyrowitz (Ed.), Proceedings of the ECOOP-OOPSLA’90

Conference on Object-Oriented Programming, Ottawa, Canada, October 21-25, 1990, ACM Press, 1990, pp. 101–115.
[43] J. Meseguer, Rewriting as a Unified Model of Concurrency, Technical Report SRI-CSL-90-02, SRI International, Computer

Science Laboratory, 1990. Revised June 1990.
[44] J. Meseguer, Rewriting as a unified model of concurrency, in: J.C.M. Baeten, J.W. Klop (Eds.), CONCUR ’90, Theories

of Concurrency: Unification and Extension, Amsterdam, The Netherlands, August 27-30, 1990, Proceedings, volume 458
of Lecture Notes in Computer Science, Springer, 1990, pp. 384–400.

[45] J. Meseguer, Conditional rewriting logic: Deduction, models and concurrency, in: S. Kaplan, M. Okada (Eds.), Conditional
and Typed Rewriting Systems, 2nd International CTRS Workshop, Montreal, Canada, June 11-14, 1990, Proceedings,
volume 516 of Lecture Notes in Computer Science, Springer, 1991, pp. 64–91.

[46] J. Meseguer, Conditional rewriting logic as a unified model of concurrency, Theoretical Computer Science 96 (1992)
73–155.

[47] J. Meseguer, Multiparadigm logic programming, in: [1072], pp. 158–200.
[48] J. Meseguer, A logical theory of concurrent objects and its realization in the Maude language, in: G. Agha, P. Wegner,

A. Yonezawa (Eds.), Research Directions in Concurrent Object-Oriented Programming, The MIT Press, 1993, pp. 314–390.
[49] J. Meseguer, Solving the inheritance anomaly in concurrent object-oriented programming, in: O. Nierstrasz (Ed.),

ECOOP’93 - Object-Oriented Programming, 7th European Conference, Kaiserslautern, Germany, July 26-30, 1993, Pro-
ceedings, volume 707 of Lecture Notes in Computer Science, Springer, 1993, pp. 220–246.

[50] J. Meseguer, Membership algebra as a logical framework for equational specification, in: [1096], pp. 18–61.
[51] J. Meseguer, Formal interoperability, in: Proceedings of the 1998 Conference on Mathematics in Artificial Intelligence,

Fort Laurerdale, Florida. Presented also at the 14th IMACS World Congress, Atlanta, Georgia, July 1994.
[52] J. Meseguer, Research directions in rewriting logic, in: U. Berger, H. Schwichtenberg (Eds.), Proceedings of the NATO

Advanced Study Institute on Computational Logic, Held in Marktoberdorf, Germany, July 29-August 6, 1997, volume 165
of NATO ASI Series F: Computer and Systems Sciences, Springer, 1998, pp. 347–398.

[53] J. Meseguer, Rewriting logic and Maude: a wide-spectrum semantic framework for object-based distributed systems, in:
[1104], pp. 89–117.

[54] J. Meseguer, Rewriting logic and Maude: Concepts and applications, in: L. Bachmair (Ed.), Rewriting Techniques and
Applications, 11th International Conference, RTA 2000, Norwich, UK, July 10-12, 2000, Proceedings, volume 1833 of
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[79] G. Roşu, Behavioral abstraction is hiding information, Theoretical Computer Science 327 (2004) 197–221.
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[121] F. Durán, S. Lucas, C. Marché, J. Meseguer, X. Urbain, Proving operational termination of membership equational

programs, Higher-Order and Symbolic Computation 21 (2008) 59–88.
[122] F. Durán, S. Lucas, J. Meseguer, Methods for proving termination of rewriting-based programming languages by trans-

formation, in: [1016], pp. 93–113.
[123] F. Durán, S. Lucas, J. Meseguer, Termination modulo combinations of equational theories, in: S. Ghilardi, R. Sebastiani

(Eds.), Frontiers of Combining Systems, 7th International Symposium, FroCoS 2009, Trento, Italy, September 16-18, 2009.
Proceedings, volume 5749 of Lecture Notes in Computer Science, Springer, 2009, pp. 246–262.
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[205] P. Borovanský, Controlling rewriting: Study and implementation of a strategy formalism, in: [1071], pp. 299–310.
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[282] P.C. Ölveczky, J. Meseguer, Specification of real-time and hybrid systems in rewriting logic, Theoretical Computer Science

285 (2002) 359–405.
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of concurrency,” it is not surprising that many different models of concurrent systems can be represented
as rewrite theories; however, this also holds for many other models of computation, as well as very diverse
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2.3. Representing modeling languages

Since rewriting logic provides a good semantic framework to represent many different models of com-
putation, it has been used to design, define, relate and give semantics to languages of all kinds, including
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sublanguages, and domain-specific modeling languages. The particular case of operational semantics for con-
current programming languages is considered in the next section.

[371] N. Aoumeur, G. Saake, Integrating and rapid-prototyping UML structural and behavioural diagrams using rewriting
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[403] C. Braga, E.H. Haeusler, J. Meseguer, P.D. Mosses, Maude action tool: Using reflection to map action semantics to

rewriting logic, in: [1100], pp. 407–421.
[404] C. Braga, E.H. Haeusler, J. Meseguer, P.D. Mosses, Mapping Modular SOS to rewriting logic, in: M. Leuschel (Ed.), Logic

Based Program Synthesis and Tranformation, 12th International Workshop, LOPSTR 2002, Madrid, Spain, September
17-20, 2002, Revised Selected Papers, volume 2664 of Lecture Notes in Computer Science, Springer, 2003, pp. 262–277.

[405] C. Braga, J. Meseguer, Modular rewriting semantics in practice, in: [1085], pp. 393–416.
[406] F. Chalub, An Implementation of Modular SOS in Maude, Master’s thesis, Universidade Federal Fluminense, Niterói,
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[433] A. Riesco, J. Rodŕıguez-Hortalá, Programming with singular and plural non-deterministic functions, in: [1057], pp. 83–92.
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[436] C. Rocha, C. Muñoz, G. Dowek, A formal library of set relations and its application to synchronous languages, Theoretical
Computer Science 412 (2011) 4853–4866.

[437] R. Sasse, Taclets vs. Rewriting Logic – Relating Semantics of Java, Master’s thesis, Fakultät für Informatik, Universität
Karlsruhe, Germany, 2005. Technical Report in Computing Science No. 2005-16.
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[452] M. Hills, G. Roşu, KOOL: A K-based Object-Oriented Language, Technical Report UIUCDCS-R-2006-2779, Department

of Computer Science, University of Illinois at Urbana-Champaign, 2006.
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[455] M. Hills, G. Roşu, On formal analysis of OO languages using rewriting logic: Designing for performance, in: [1029], pp.

107–121.
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3. Rewriting logic languages

Although there are many rule-based languages, we have singled out those whose designs have been
directly inspired by rewriting logic, supporting in this way specification and programming based on rewrite
theories. From the mid-nineties on there have been three main implementation efforts directed towards such
languages: CafeOBJ in Japan, ELAN in France, and Maude in the USA. More recently, the developers of
ELAN have started another project called Tom.
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specifications. In particular, the behavioral approach has given rise to a methodology based on observa-
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Poincaré – Nancy I, 1999.

[525] L.J. Steggles, Rewriting logic and Elan: Prototyping tools for Petri nets with time, in: J.M. Colom, M. Koutny (Eds.),
Application and Theory of Petri Nets 2001, 22nd International Conference, ICATPN 2001, Newcastle upon Tyne, UK,
June 25-29, 2001, Proceedings, volume 2075 of Lecture Notes in Computer Science, Springer, 2001, pp. 363–381.

[526] P. Viry, Input/output for ELAN, in: [1086], pp. 51–64.
[527] M. Vittek, ELAN: Un Cadre Logique pour le Prototypage de Langages de Programmation avec Contraintes, Ph.D. thesis,
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oriented modules. Moreover, both equations and rules can be conditional, and rewriting can be modulo
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4. Tools

This section collects papers describing tools mostly written in Maude. We distinguish between Maude
tools whose goal is to reason about Maude modules themselves, and other tools designed with the objec-
tive of using rewriting logic-based methods to specify and analyze systems in several application domains,
supporting the corresponding domain-specific notations.

4.1. Maude tools

As discussed in Section 1.3, in order to become executable, rewrite theories must satisfy some require-
ments, such as coherence between rules and equations, for example. Moreover, the user might also be
interested in proving properties satisfied by the specified system; as seen in Section 1.8, modal and temporal
logics are suitable for this. The tools described in the following papers provide support for the verifica-
tion of properties of these two kinds, including a Church-Rosser checker, a coherence checker, a sufficient
completeness checker, a termination tool, a declarative debugger, an inductive theorem prover, and model
checkers for LTL and fragments of TLR. The Maude Formal Environment is a recent effort to integrate
and interoperate most of these tools. There are a couple of tools which could be included here, but we
have decided instead to consider them in their respective application areas, namely, Real-Time Maude for
the specification and analysis of real-time systems in Section 5.2, and PMaude for probabilistic systems in
Section 5.6.
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[633] D. Lucanu, G. Roşu, Circular coinduction with special contexts, in: [1031], pp. 639–659.
[634] A.M. Maidl, C. Carvilhe, M.A. Musicante, Maude object-oriented action tool, in: M. Ayala-Rincón, E.H. Haeusler (Eds.),

Proceedings of the Second Workshop on Logical and Semantic Frameworks, with Applications, LSFA 2007, Ouro Preto,
Brazil, August 28-29, 2007, volume 205 of Electronic Notes in Theoretical Computer Science, Elsevier, 2008, pp. 105–121.

[635] A.M. Maidl, C. Carvilhe, M.A. Musicante, An implementation of object-oriented action semantics in Maude, in: [1094],
pp. 81–105.

[636] I.A. Mason, C.L. Talcott, IOP: The InterOperability Platform & IMaude: An interactive extension of Maude, in: [1085],
pp. 315–333.

[637] I.A. Mason, C.L. Talcott, The InterOperability Platform Manual, 2006.
[638] P. Naumov, M.O. Stehr, J. Meseguer, The HOL/NuPRL proof translator (a practical approach to formal interoperability),

in: R.J. Boulton, P.B. Jackson (Eds.), Theorem Proving in Higher Order Logics, 14th International Conference, TPHOLs
2001, Edinburgh, Scotland, UK, September 3-6, 2001, Proceedings, volume 2152 of Lecture Notes in Computer Science,
Springer, 2001, pp. 329–345.

5. Applications

As discussed in Section 2, rewriting logic has very good properties as a logical and semantic framework;
this implies, in particular, that many kinds of systems have very natural representations as (executable)
rewrite theories. Moreover, the rewriting logic-based languages are indeed general-purpose specification and
programming languages, and therefore there is no limit to the applications that can be developed using them.
However, the experience accumulated along these 20 years of work and compiled in this bibliography shows
that they have been preferred in some areas, such as distributed architectures and networks, and security
(of course, another reason for this is the fact that these areas are fundamental in the current developments
in Computer Science). As in other occasions, both the named areas and the classification of papers in them
follow somewhat arbitrary conventions, so, for example, automated deduction applications do not appear in
this section, because they have been included in previous sections. Finally, it is clear that some extensions of
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Maude with particular goals have important applications in the intended areas: Real-Time Maude for real-
time systems, PMaude for probabilistic systems, Maude-NPA for security, and the Pathway Logic Assistant
for bioinformatics.

5.1. Network systems

The explicit emphasis on rewriting logic as a unifying framework for concurrency has endowed it with
a considerable flexibility to model distributed objects and the many different modes of communication
and interaction between them; for this reason, it is very well suited for the specification and analysis
of network architectures and of communication protocols, including active networks and wireless sensor
networks. Although most of the case studies included in this section are applied to existing network protocols,
some others have also been used to design and study new protocols before their implementation. Moreover,
the work reported in this section is complemented by the work on real-time systems in Section 5.2, because
time is paramount in some protocols, and by the work on security in Section 5.5, because many protocols
are, for example, cryptographic protocols or have essential security concerns. Finally, also included here is
work on Mobile Maude, an extension to handle mobile agents deployed on networks.
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[681] K. Bae, P.C. Ölveczky, A. Al-Nayeem, J. Meseguer, Synchronous AADL and its Formal Analysis in Real-Time Maude,
Technical Report, Department of Computer Science, University of Illinois at Urbana-Champaign, 2011.
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[701] F.J. Lucas, J.A. Toval Álvarez, Model transformations powered by rewriting logic, in: Z. Bellahsene, C. Woo, E. Hunt,
X. Franch, R. Coletta (Eds.), Proceedings of the Forum at the CAiSE’08 Conference, Montpellier, France, June 18-20,
2008, volume 344 of CEUR Workshop Proceedings, CEUR-WS.org, 2008, pp. 41–44.

[702] T. Marir, F. Mokhati, H. Seridi-Bouchelaghem, Formalizing ARTIS agent model using RT-Maude, in: L. Braubach,
W. van der Hoek, P. Petta, A. Pokahr (Eds.), Multiagent System Technologies, 7th German Conference, MATES 2009,
Hamburg, Germany, September 9-11, 2009. Proceedings, volume 5774 of Lecture Notes in Computer Science, Springer,
2009, pp. 226–231.

30

http://dx.doi.org/10.1007/978-3-642-24559-6_43
http://hdl.handle.net/2142/25091
http://dx.doi.org/doi:10.1016/j.scico.2010.10.002
http://dx.doi.org/doi:10.1016/j.scico.2010.10.002
http://dx.doi.org/10.1007/978-3-642-10373-5_37
http://arxiv.org/abs/cs.PL/0109024
http://dx.doi.org/10.4204/EPTCS.36.4
http://dx.doi.org/10.1007/978-3-642-12029-9_3
http://dx.doi.org/10.1007/978-3-642-13568-2_9
http://doi.ieeecomputersociety.org/10.1109/WORDS.2003.1267505
http://dx.doi.org/10.4204/EPTCS.56.4
http://dx.doi.org/10.4204/EPTCS.36.5
http://dx.doi.org/10.1016/j.entcs.2011.07.004
http://dx.doi.org/10.1016/j.entcs.2011.07.004
http://dx.doi.org/10.1109/CSICSSE.2011.5963989
http://dx.doi.org/10.1109/CSICSSE.2011.5963989
http://dx.doi.org/10.1007/978-3-642-24690-6_29
http://dx.doi.org/10.1007/978-3-642-24690-6_29
http://dx.doi.org/10.4204/EPTCS.36.6
http://dx.doi.org/10.4204/EPTCS.36.6
http://dx.doi.org/10.1007/978-3-540-75454-1_19
http://dx.doi.org/10.1007/978-3-540-75454-1_19
http://dx.doi.org/10.4204/EPTCS.36.7
http://dx.doi.org/10.4204/EPTCS.36.7
http://dx.doi.org/10.1016/j.entcs.2009.12.005
http://dx.doi.org/10.1109/SEFM.2009.11
http://ceur-ws.org/Vol-344/paper11.pdf
http://dx.doi.org/10.1007/978-3-642-04143-3_24
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[753] A. Boronat, J.A. Carśı, I. Ramos, An algebraic baseline for automatic transformations in MDA, in: [1027], pp. 31–47.
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5.5. Security

Rewriting logic and its associated languages have been successfully applied to analyze security properties,
such as secrecy, authenticity, availability, non-interference, etc., of many systems, including cryptographic
protocols, network security, browser security, access control, and code security. Maude has been used to
define the semantics of the cryptographic protocol specification language CAPSL and of the MSR security
specification formalism, providing in this way execution and formal analysis environments for them. Using
narrowing as a semi-decision procedure for symbolic reachability analysis, the Maude-NPA protocol analysis
tool has been developed as an updated and greatly improved version of the NRL Protocol Analyzer. Maude-
NPA takes into account the algebraic properties of the protocol, such as Diffie-Hellman exponentiation
and exclusive or, which an attacker could use to break the protocol. Work on network security includes
dynamically adaptive secure group communication protocols as well as the design of sophisticated protocols
resilient to denial-of-service (DoS) attacks. Maude has also provided the basis for a formal specification of
internet browsers whose model checking uncovered new attack scenarios, and then to design secure browsers.
Concerning access control, Tom has been used to generate Java monitoring code for access control policies,
which are previously analyzed by means of narrowing-based techniques. Finally, rewriting logic semantics
of programming languages (see Section 2.4) have been used to study security properties of code at different
levels of abstraction.
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Probabilistic rewrite theories (see Section 1.11) and statistical model-checking have been used to model
and formally analyze adaptive designs of energy-constrained distributed embedded systems that can provide
desired quality-of-service guarantees, such as multimedia applications and wireless sensor networks. The
same techniques have also been applied to the specification and verification of distributed object-based
stochastic hybrid systems. Another important application of probabilistic systems is the analysis of DoS-
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